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Abstract:

Cloud computing has been prevalent as one of the unprecedented technologies
providing extremely huge storage for digital factories. In association with the cloud
source repositories, smart manufacturing has been rolled out as a promising solution
to forge the complementary and collaboration capability of digital economy through
fostered organizational models. Hence, cloud manufacturing has been thought as the
economic engine of this digital times; however, it has to suffer the problems like
authorization, authentication, auditing as well as privacy, provenance and forensics
for the data over cloud. We believe that Blockchain as a new distributed ledger
technology would overcome these obstacles and strengthen the security of cloud
manufacturing.

Scope and Topics:

The goal of this workshop is to put forward recent advances of security in both
blockchain and cloud manufacturing security. Researchers are encouraged to submit
original research contributions in all major areas, but not limited to:

Blockchain-based IoT security

Security and privacy of blockchain applications

Attacks on blockchain technologies

Anonymity, deanonymization and privacy in blockchain systems
Provenance and trust in blockchain systems

Trust models and management in blockchain systems

Scalability and scalable services for blockchain systems
Cyberinfrastructures for blockchain systems

Application analytics for blockchain, including text mining, data mining,
sentiment analysis, network analysis for privacy, security and trust assessment
Sandboxing and VM-based enforcement

Network security (DoS, IDS, etc.) for cloud

Security & privacy for cloud programming models

Privacy-enhancing and machine learning in the cloud
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Network virtualization technologies
Safety and security of Cloud manufacturing
Applications of cloud computing in modern manufacturing
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Applications of IoT in modern manufacturing
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